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Summary
If you or a colleague receives a bomb threat over the telephone or in another means you should contact the police directly as soon as possible and take their guidance.

Unlike a fire, when the first and only priority is to ensure that everyone is out of the building, evacuation is usually not an appropriate response to a bomb threat.  Given the variety of buildings in the estate it is not possible to write a procedure that covers every scenario, nor is it possible to write a procedure specific to every building, so we have established some principles.

The HOT principle see attached at Appendix A. 

[bookmark: _Toc247002242]Principles for handling bomb threats
Most bomb threats are made over the phone and the overwhelming majority are hoaxes, often the work of malicious jokers, although terrorists do make hoax calls with the intent of causing alarm and disruption. Any hoax is a crime and, no matter how ridiculous or unconvincing, must be reported to the police.

Calls may be of two kinds:

· Hoax threats designed to disrupt, test reactions or divert attention
· Threats warning of a genuine device – These may be attempts to avoid casualties or enable the terrorist to blame others if there are casualties. However genuine threats can provide inaccurate information about where and when a device might explode.

Our experience is that a threat can be made to any officer at any time.

All staff should make themselves aware of the principles.  

If you receive a bomb threat:

If you receive a telephone threat you should:

· stay calm and listen carefully 
· have immediate access to a checklist on key information that should be recorded (see bomb threat checklist - attached
· if practical, keep the caller talking and alert a colleague to dial 999
· if displayed on your phone, note the number of the caller, otherwise, dial 1471 to obtain the number once the call has ended
· if the threat is a recorded message write down as much detail as possible
· If the threat is received via text message do not reply to, forward or delete the message. Note the number of the sender and follow police advice
· know who to contact in your organisation upon receipt of the threat, e.g. building security/senior manager. They will need to make an assessment of the threat


If the threat is delivered face-to-face:

· try to remember as many distinguishing characteristics of the threat-maker as possible

If discovered in a written note, letter or as graffiti:

·  treat as police evidence and stop other people touching the item

If the threat is received via email or social media application:

· do not reply to, forward or delete the message
· note the sender’s email address or username/user ID for social media applications
· preserve all web log files for your organisation to help the police investigation (as a guide, 7 days prior to the threat message and 48 hours after)

REMEMBER Dial 999 and follow police advice. Seek advice from the venue security/operations manager as soon as possible.

[bookmark: _Toc247002247]Who to inform

Report the call to the police first and then to a senior manager (Head or Assistant Head of Service) or the facilities management team on site.
The following are the first point of contact for Cornwall Council’s larger properties:

	Property
	1st contact
	2nd contact

	South Wheal Crofty, Camborne
	Martyn Williams
07517466181
	Sonia Jenkin-White
07517 466221

	County Hall, Truro
	Adi Hubbard
07889 141990
	Neil Brettle
07701 211872

	Pydar House, Truro
	Alfie Marsay
07873 704171
	Jamie Minett
07517466171

	Chi Marghas, Liskeard
	Caroline Lovering
07468723718
	Gareth Davies
07565 203260

	Chy Trevail, Bodmin
	Shane Milford
07563 251464
	Gareth Davies
07565 203260

	St Johns Hall, Penzance
	David Osmand
07764 347945
	Sonia Jenkin-White
07517 466221

	Chi Austel, St Austell
	Alex Knight
07885 416859
	Gareth Davies
07565 203260

	Cornwall Fire, Rescue and Community Safety Service Headquarters, Tolvaddon
	Critical Control Watch Manager
01209 722860
	N/A





Searches
Regular searches of your establishment, proportionate to the risks faced, will enhance a good security culture and reduce the risk of a suspicious item being placed or remaining unnoticed for long periods. Additionally, if you receive a bomb threat and depending upon how credible it is, you may decide to conduct a ‘search’ for suspicious items.  To that end:

· ensure plans are in place to carry out an effective search in response to a bomb threat
· identify who in your venue will coordinate and take responsibility for conducting searches
· initiate a search by messaging over a public address system (coded messages avoid unnecessary disruption and alarm), by text message, personal radio or by telephone cascade
· divide your venue into areas of a manageable size for 1 or 2 searchers. Ideally staff should follow a search plan and search in pairs to ensure nothing is missed
· ensure those conducting searches are familiar with their areas of responsibility. Those who regularly work in an area are best placed to spot unusual or suspicious items 
· focus on areas that are open to the public; enclosed areas (e.g. cloakrooms, stairs, corridors, lifts etc.) evacuation routes and assembly points, car parks, other external areas such as goods or loading bays
· develop appropriate techniques for staff to be able to routinely search public areas without alarming any visitors or customers present
· under no circumstances should any suspicious item be touched or moved in any way. Immediately start evacuation and dial 999
· ensure all visitors know who to report a suspicious item to and have the confidence to report suspicious behaviour  

Remember: it is vital that regular drills are carried out to ensure all are familiar with bomb threat procedures, routes and rendezvous points. Disabled staff should have personal evacuation plans and be individually briefed on their evacuation procedures. Similarly, all visitors should be briefed on evacuation procedures and quickly identified and assisted in the event of a threat. 

Familiarising through testing and exercising will increase the likelihood of an effective response to an evacuation and aid the decision-making process when not to evacuate/invacuate. 

If a suspicious object is found do not touch or move it. 
Refer to the HOT Guidance for what to do with an unattended item at the back of this document.

Making a decision whether to evacuate the building

The biggest dilemma facing anyone responsible for an evacuation plan is how to judge where the safest place might be. For example, if an evacuation route takes people right past a suspect device outside your building, or through an area believed to be contaminated, evacuation may not be the best course of action.  No Council buildings have designated protected spaces.

A general rule of thumb is to establish whether the threat relates to a device which is external or internal to the premises. If it is within the building you may consider evacuation, but if the device is outside the building it may be safer to stay inside.

The decision to evacuate should be made in association with the police with the senior manager or facilities management team.  There should be a presumption against evacuation unless there is a specific threat within the building.
It may be necessary for the Police in some circumstances to insist that the premises are not evacuated. They may, for example, have reason to believe that there may be an explosive device outside the building and evacuation would place people at greater risk.

There are options open to the police, senior manager or facilities management team which are listed below.

Option 1 – Do nothing

This option may appear attractive if the threat appears to come from a drunk or a child, but it should not be adopted unless the police, senior manager or facilities management team are all content. If there is a slightest doubt, one of the other options must be pursued.

Option 2 – Search and then evacuate if necessary

This choice means, of course, that people will be in buildings for a longer period if there is a bomb present. However, if a bomb is found, they can be evacuated away from danger. If nothing is found and there are no other significant factors, the police, senior manager, or facilities management team may then decide to declare the building safe. This option may be appropriate if the assessment of the threat level is low.

Option 3 – Search and partial evacuation

When the threat level is considered to be moderate, but there is no reason to believe an explosion may be imminent, or if the suspect device is small (e.g. a letter bomb) and some of the premises may be a considerable distance from the device, the police, senior manager or facilities management team might consider evacuating part of the premises.

Option 4 – Evacuate immediately

If a call is received which the police, senior manager or facilities management team consider to indicate the existence of a high risk, there will be case for evacuating as quickly as possible without conducting a search, especially where there is a possibility of an imminent explosion. When the time of explosion has been disclosed in a threat call, then the any searches are finished and buildings cleared at least 20 minutes before the deadline, irrespective of whether any device has been found or not.

Evacuation Plans

External evacuation

Leaving the venue will be appropriate when directed by police and/or it is reasonable to assume the threat is credible, and when evacuation will move people towards a safer location. 

It is important to appoint people, familiar with evacuation points and assembly (rendezvous) points, to act as marshals and assist with this procedure. At least two assembly points should be identified in opposing directions, and at least 500 metres from the suspicious item, incident or location. Where possible the assembly point should not be a car park. You may wish to seek specialist advice, which can help to identify suitable assembly points and alternative options as part of your planning. It is essential that evacuation plans exist; they should be event and location specific. Evacuation procedures should also put adequate steps in place to ensure no one else enters the area once an evacuation has been initiated.

The police will establish cordons depending upon the size of an identified suspect device. Always follow police directions and avoid assembly close to a police cordon. 

Internal or inwards evacuation (‘invacuation’)

There are occasions when it is safer to remain inside. Staying in your venue and moving people away from external windows/walls is relevant when it is known that a bomb is not within or immediately adjacent to your building. 

If the suspect device is outside your venue, people may be exposed to greater danger if the evacuation route inadvertently takes them past the device. A safer alternative may be the use of internal protected spaces. This type of inwards evacuation needs significant pre-planning and may benefit from expert advice to help identify an internal safe area within your building. These locations should be in your plans.

If the location of the device threatened is unknown, evacuation represents a credible and justifiable course of action.

Decision not to evacuate or inwardly evacuate

This will be reasonable and proportionate if, after an evaluation by the relevant manager(s), the threat is deemed implausible (e.g. a deliberate hoax). In such circumstances police may provide additional advice and guidance relating to other risk management options. It may be considered desirable to ask staff familiar with the venue to check their immediate surroundings to identify anything out of place, see search considerations below.

Re-occupation of the building

Once an evacuation has been completed, there will at some stage have to be decision that the building can be re-occupied. Of course, where a suspect object has been found, the Police (if not already present) will attend immediately and assume control, until the object is declared safe. Thereafter, control will revert to the senior manager, or facilities management team, who should remember that there may be another suspicious object somewhere in the building undiscovered, because the search was terminated and the building evacuated due to the discovery of the first suspect object.  Where Police have ordered the initial evacuation, they will remain in control and declare the building safe for re-occupation.

Suspected letter or parcel bombs

With suspected letter or parcel bombs, evacuate the room and the floor concerned along with the two floors immediately above and below.
CBR incidents

Responses to chemical, biological radiological (CBR) incidents will vary more than those involving conventional or incendiary devices, but the following general points should be noted:

· The exact nature of an incident may not be immediately apparent. For example, an improvised explosive device (IED) might also involve the release of CBR material;
· in the event of a suspected CBR incident within the building, switch off all air conditioning, ventilation and other systems or items that circulate air (e.g. fans and personal computers). Do not allow anyone, whether exposed or not, to leave evacuation areas before the emergency services have given medical advice, assessments or treatment; 
· If an incident occurs outside the building, close all doors and windows and switch off any systems that draw air into the building. Agree your evacuation plan in advance with the police and emergency services, the local authority and neighbours. Ensure that staff with responsibilities are trained and that all staff are drilled. Depending on the type of incident, you may need to agree with the police what action you take. Building managers should ensure that they have a working knowledge of the heating, ventilation and air conditioning systems and how these may contribute to the spread of CBR materials within the building. 

Protected Spaces

Aside from items linked to a specific warning, it is not unusual for packages or bags to be found unattended.  It is important to keep these issues in context.  It should not be automatically assumed that they are a risk.  The following tests should be applied before concluding that it might be a risk:

· is the item hidden, or does it look like someone has tried to conceal it?
· is the item obviously suspicious (smell, wires, noise)?
· [bookmark: _Toc247002248]is the item typical for the space it was found?
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UNATTENDED ITEMS:
LOST... or

Hidden?

® Has it been concealed or hidden from view?

® Bombs are unlikely to be left in locations
such as this — where any unattended item
will be noticed quickly.

Obviously suspicious?
* Does it have wires, circuit boards, batteries,
tape or putty-like substances?

* Do you think the item poses an immediate
threat to life?

Typical?
® |s the item typical of what you would
expect to find in this location?

* Most lost property is found in locations
where people congregate.

If after applying the HOT
protocols you still believe the item
to be suspicious, call 999.
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